[image: ]GOVERNED AI TRANSFORMATION  ·  COMPANION TO PART 4
Enterprise AI Platform Checklist   Ten questions, three vendors, one page
Scoring:  C = Contractual (written into the agreement)    G = Configurable (exists today, we control it)    R = Roadmap (promised, not shipped)    N = No / not answered
	#
	The question
	What a good answer looks like
	Vendor A
	Vendor B
	Vendor C
	Notes / evidence received

	DATA — where it lives, whether it trains, whether it leaves

	1
	Where are our prompts, documents and outputs processed and stored — and can we require the EU?
	Named EU region; no silent routing to non-EU model endpoints; residency stated in the contract.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	2
	Is any of our data ever used to train or fine-tune a model — yours or a third party's?
	A flat, contractual "never", covering every model the platform routes to.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	CONTROL — which models, who may use what, what is inspected, how agents are scoped

	3
	Which models can we use, and can we switch or combine them without rebuilding?
	Multiple leading LLMs behind one interface; knowledge and context stay portable.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	4
	How is access controlled — by organisation, workspace and user — and can workspaces be walled from each other?
	Three-tier IAM, least-privilege roles, per-workspace assignment of knowledge, agents and connectors.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	5
	What does the platform detect inside prompts and responses, and what can it do about it?
	Semantic detection of PII, financial, health data, credentials, injection; alert / block / mask by severity.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	6
	How are agents' permissions scoped, and what stops an agent carrying data from an internal system into an external call?
	Agent permissions bound to the invoking user and workspace; every outbound call inspected, not just the prompt.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	EVIDENCE — what is logged, can it be exported, can it be tampered with

	7
	What is logged, can we export it, and is it tamper-evident?
	Separate logs (system, dialogue, automation, sharing, connectors); immutable storage; exportable on demand.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	8
	Can moderation events feed our SIEM and produce a report a DPO can hand to a supervisory authority?
	SIEM integration; moderation records naming workspace, user, policy breached, severity and action.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	VENDOR — certified by whom, contracts and DPA, AI Act and GDPR fit

	9
	Which independent certifications do you hold, and will you share the security pack, DPA and encryption details before we sign?
	ISO/IEC 27001:2022 from an accredited body; infrastructure certifications; a security & compliance pack on request.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	10
	How does the platform help us meet the EU AI Act and GDPR — literacy, logging, human oversight, purpose limitation?
	Compliance by architecture: built-in logging, oversight controls and documentation mapped to the Act's articles.
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	☐ C   ☐ G
☐ R   ☐ N
	 

	Score (count of C and G out of 10)
	____ / 10
	____ / 10
	____ / 10
	 


How to use: send the ten questions as a written questionnaire before the demo; score only what is answered in writing. Only C and G count. Weight lenses by exposure — regulated financial services should press hardest on Evidence and Vendor; anyone wiring agents into an ERP or CRM should press hardest on question 6. Involve the DPO from the first round on questions 1, 2, 7 and 8.
Nathan Yen, Founder & CEO, HEARTBOT AI  ·  Put these questions to us: request the AnyInsight security & compliance pack or start a free trial at www.anyinsight.ai
Disclaimer: Our discussions regarding the EU AI Act are for informational and industry exchange purposes only, do not constitute legal advice, and carry no legal liability. For your specific compliance needs, please consult a professional attorney.
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